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2.3 Secure Shell (SSH)

Secure Shell A TnsInAsa (Protocol) 1AFeveildlunsinsedeansszninanios
poufialmefuuszUUIAT Y e Taendevesneiifinuuasnse (Secure Channel) ety
K11 TCP Port 22 Galnslnaoa Secure Shell FinguszasAndniiteliildsuanansoidi
AUAMEeAINSIAT DsABNTImeITUINNS Secure Shell mudnSuasrldnudsldungin
n5figaiidmu (Authentication) fen15aendu (Login) gk utosmianisdeasfidnng
SnwnanusiuasUasnfesionisidisiadueadoya (Encryption) degnesnuuvaiiiield
unufinseanstoyauuszuuiaietisidedeya uuulildidhsiadyu (Plaintext) 1y Telnet,
Rlogin n138 FTP Jagtiulnsinaea SSH flassiesdufie SSH-1 uag SSH-2 (@niaunain
SsH-1 ileudlageslninsedenianarsivilvigloufannsalaumidnands indesaeuiiomosd
TAusN1g SSH 1a)

n191uvedlnsinasa Secure Shell iuludnuaglaatouduazidswiies
(Client-Server) Tnefilusunsuldany 2 daufe Tusunsudwdivimiiiduaiesiliuinng
(Server) aggninssasilingnsnaufinmedfifosnisliuinis Secure Shell iy Tusunsy
OpenSSH-Server UuszUUUFUANT Linux wazlusunsudndruagyivtiidud it euse
(Client) lUS31A3 09moUN1ADT 7 157 UTN15 Secure Shell 1oy TUsUASY PUTTY v

srUUUfURN1T Windows %38 1Usunsu OpenSSH-Client uusguudfuAnas Linux
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2.4 Authentication

a ey . . a A U W va v &
ASNEAURIOU (Authentication) AD miauaummummimzqQmmmﬂmwuuu

Y

Aolas uazluaug Wuaswsell wu nmsdigszuudua (Email), N15dgszuy Intemet
Banking (Butmasidnuuaniag) 1udy Jeduunarfesiinisdudusinunaunasidnldauls la

12ztdunslY Username wag Password Nis1tduauninunte s eazidunisidvungtay

a 6 o

UnsUsediiUse v 1uouesies InUTEaIAnanvenis Authentication Aeitgasiynaa

Y
Wiaunwin1sAseaeUans It ussuuiudansldliwasdudvesdeyamatiuaie o
a ¢ o a wva 1 < & 14 1
nsigadiny TumauRanunsaudsesnidy 2 Tunsu loun
1) M3sgysinu (dentification) Aen1snsiaaeunangiuivelvianunsaseyladn

A 1
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a ¢ <, A
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'
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aMAns3 (Something you know) Lt swaru PIN 1usiu
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2.2)

2.3) @sinandu (Something you are) 1y areiaiie i sy



Tutagtulafinsihusiazaudnvauzunldsiuiuiu Multi-factor authentication
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2.5 A5LU15%EaU (Cryptography)

walulaBmadsiadudy dumandifadudaislusugnimuiainuuife
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Aeaiu fugrulunisshwanudaendevesteyadidnnsednd uasiauideilsaunauds
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2) M3¥NIANEY (Confidentiality) Aonnsiideyavzliignilamelnei
Lilasuoynm

3) Anugndesuesieya (Integrity) Aomsvinlisiulaindeyadieglussuunie
Teyafigndseenluduaievis fanugnieuazanysal lugnudly
WasuuUadlaegildlisueyayn
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lianusauiasladn deyanlavinisdely auedalads
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YALAEINU (Symmetric key) ARV 9ESULAZHA DAL NYUIYAT

v v v
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Encryprtion 4(Cipher_e»:)—b Decrypticn
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Secret Key

JUN 2.2 M sviaduwuuaninmg

2) psidsad ukuveauuing iunisidisiaduiuunyuaeauuing
(Asymmetric Key Cryptography) #38 LUUNQYLAASITE (Public Key
Cryptography) Lﬂumaiuiaﬁﬁﬂszﬂaué’wquu,a] 2 ABN Y3AVDINYLT
B NeYIEIUR (Private Key) Lagneyuaanssase (Public Key) Fandlald
ﬁm%’um’hiﬁaé’uLLaz'Sﬂﬁ’mﬁﬂi’fﬁm%’uaamﬁaé’uﬁgﬂL%’ﬂiﬁ’aé’um‘lma
NOLIFIUTN NEYLIAEITAULENNNTANEL T BBNG A5 TRULLR B1VHE D
anunsahluldaudedeanisfindedsansiuisludnvueiidosnisds
Foyadurnudulyt dmsunguediuin giduivesesdoniuinuly
Juanudu waziuldamedasisuglaeiinun widndveanide
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LHEUNSNEYMAANS TNy Lvaloanly

10



LA
m
=l
m
m
I
(=)
m
5
t

Encryprtion —(Cipher‘e:)—b Decryption 4( F'la'nText)
F Y T

Public Key Private Key

(Recipiert) (Redpent)

= Y o o
E‘U‘Vl 2.3 ANSLUITURAAULLUUBDFUUING

2.6 PHP

PHP ¢91191n PHP Hypertext Preprocessor Wfilaseiau1a1n Personal Home Page

Tools tun1w131man scripting language Adsansgazinuagluldnisundnansud (script)

'
o v Y 1

waznaldauiesendediulayads Areg1avesniwianiuiwu JavaScript, Perl 1udu
dnuaizvad PHP flunnsnaaina1wianrsuduuudueg fie PHP ldsunmsimmuiwazosniuuan
dioldelunsasaenasuuu HTML Tnganunsa denunsnudeudludionlilnesaluf
Fauganann3n PHP 1unwiii5enn server-side w3o HTML-embedded scripting
lansuage \JuipSosflofidrfnyudanilaitglisansaadinenaisuuy Dynamic HTML 1
peailUseAmBamuardigniauninu

ey PHP Safinsiamnlusgnesings uavunsvanelagianizegduiioldsauiu
Apache Webserver szuuujifiognutu Linux 38 FreeBSD tlusu lutlagiu PHP awnse
593U Web Server viane 9 7 UussuUUfURNTT 0819w Windows 95/98/NT/2000/XP

Wy

2.7 MySQL

2.6.1 MySQL feagls
MySQL 1 uldsunsudanisgiudeyauuu Relational Database Management

System (RDBMS) 9l SUMIWAILUIT ULN91NYIE AU 2 AU T8 David Axmark, Allan

[% "
(Y a v a1

Larsson kagg1iduaus 1 au Michael “Monty” Widenius @4lainfsuseniiznin MySQL
Felusunsudnnisgruteyatilagnitaununsawnd 1979 wilddalildauasadiely 1996 waz

MySQL Fadulusunsudilédusnata Linux Journal Reader ‘s Choice Award 3 Udfou Fadu

[
o [ &

ATINsUARNEINsavedlUsknsuilliegsuanden Tudigdulagedelusgiudivesau

Y

1 U =

InlAivsenin Fulalasdaifiud (Sun Microsystems, Inc.) faugiinagiinisvne MySQL T
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Sun udwalusunsudndslinsimunegismaiiewinlina edulusunsuiinnaudentda
AMUEINITaN YN MySQL ﬂmEJLf’]uiﬂiLmim%’mmsgm%’agaﬁnﬂﬂulﬁ'wﬂaﬁﬁams
atvayunisiuladifiounnszuudfudnisal o179y Windows wag Linux 10 udu
wana iy MySQL Faduideulunisihluldeudu Web Application Wuegaunn dalu
Jagtuieunniulesialdaulusunsy MySQL visdu
UONIINANAN30IUN155035UTEVVUHURN 1IN A8 ULED ANaILsaly
Y] ! 2 o v v = ' o &« I v ~
N139AN13199AYLAAENA8 Fagamuve MySQL WuAAanIutsd wun15ldaui
agmnaung nieuduanuentaldlunisguasienisdnananuausavedusunsy MySQL
MNERERREITY 99 MySQL Ianuanansalniuasudludeiinnainiiintueg aye
< o A ) v P = v AV v
MySQL 1ugrudeyaniinisdnnisgrudeyawuulaseasne Gxtoyanlisiusiuuiage
glusuuuvasmsiaiiedieliausadmuasdvsudeyalaieninaiutoyalulng &

[~ A v o & o v < A 1
mimusuayjaLL‘U‘UWﬁ’Nuummaiwmwwmwum MySQL tuviaulasimsiwasiangu uae

Toyannamseazgedleaiwiliasnsadanisteyasiielanudenis

2.6.2 Usgleivesgiudaya MySQL

TUsunsu MySQL ﬁ"JuLﬂu‘lﬂime%’mmsgm%aﬁaﬁﬁﬁaEJﬁ’u 2 WUUA® Open Source
License wuuldanuldnguazuuy Commercial License wuugsia famanansaidentdauls
udnwazn1siday lnsuseloviuagauaiunsnves MySQL dwwalaunsalgaulanany
fuefuEuen

nsldsanduadosu3nisiu (Web Server) 3 MySQL gnesniuulaiunsavitau
sfugsansisu qle wdoufuiudisesiunwnoufinnesidogimainuane Sni
MySQL Saanunsadanisteyadifvunnlngldiduegradadudiundsiviilivnaudenld
MySQL 1iulusunsudnnsgiuvesdeyanieluioadsnnes

nslaudnunsmifin(Graphical) Wudnwisluainuanansaves MySQL fisesiunis
UAIUNTINANGUNAsTTUSUATNANY 95835UNINUIED17LEU phpMyAdmin, Navicat,
OpenOffice.org, SOLBuddy, Sequel Pro, SQLYog, Toad for MySQL, Adminer, DaDaBIK
uenanlUsunsufinauudtudsdisnuans lusunsufildnsaiuayunishauges MySQL

nsldan Mysal usumsideulusunsusdu MySQL @11n5a5e93UsEuum sy
lavatenanesruu 9191y AIX, BSDi, FreeBSD, HP-UX, eComStation, i5/0S, IRIX, Linux,
Mac OS X, Microsoft Windows, NetBSD, Novell NetWare, OpenBSD, OpenSolaris, OS/2
Warp, QNX, Solaris, Symbian, SunOS uag ?Jlu 9
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2.8 Crontab

Cron fil3iile schedule tasks Tisdasnsidu fwun o i avdewi task 4
Sufagluvi task m1u script s ndoud olusuidsnnesnsessendneg1eindu Job
scheduler #414d1m5u Unix-like operating systems U0 wazusiag task w3e job YN
138n918991 Cron Jobs

fdauaz Option vee Crontab fissil

Code:

#crontab filename  A15ULEYAAY crontab WNu191n Tddu

#crontab -e wAly crontab Yagdu

#crontab - Qﬁ’]&% crontab ﬁy’mmﬁﬁag

#crontab -r aumds crontab Adamun

#crontab -u user 1 umdsvesuassuuniniy ieldy wily au

crontab 84 user kAaEAY

(% (%
v

Format 983f&s crontab fiviasun 6 fields &adl
1 = minute 181 0 - 59 anduud azdslimdsfimuuayhauiuiidiods
wiifitviun
2 = hour 861 0 - 23 nandutlug asdslimdfiruarhauiuiidieds
Flusiirvun
3 = day fif 1 - 31 andutu sdslimdsiimuuaiauiuidof s Sui
AU
4 = month e 1 - 12 nanduieu sxddimdiruavhauiufidieds
Aoudiruun
5 = weekday {1 0 - 6 TuvDILAazEUA1Y
6 = command ;ﬂﬁz’j’mmiﬂﬁmuﬂﬁﬁﬂﬁmmnsJ 590979 script #1499 il

Aldnusions
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% % % command to be executed

| = day of week (0-6) (Sunday = 0)
month (1-12)
day of month (1-31)

hour (0-23)

minute (0-59)

UM 2.4 5Uuuuves Crontab
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1AS9E5191a2N159DNLUUTEUU

3.1 KUIRANITIBNKUUIEUUNIUY

STUUNTUIMITIAATS Privileged Account dmsunisidndenslidaussuunng o 93
ALY Lﬂuszwﬁﬁﬂﬁpﬂ%’muﬁﬁmmﬂszaqﬁﬁaﬂ%’mu Privileged Account @111%8)
1% Yo Y ' I ¢ A v 1% 1 v ..
Foave warlasusianu Wrumadvlesd Wedldvuiesvelunisitaldau Privileged
Account vuntiniuled uasuimsszuuldaniuniseyifiseusesuas ntussuuaziin
113 Generate sWan1u Tag ldauaiunsadrsvanuila Sudululdanuiui w naii

AMAUNNTSDIVD

3.2 1AS9a51909953UU

Account Management
Database

Vo —

End Users Web Application

nG I
Windows

Linux

‘gﬂﬁ 3.1 uandlATIA51998953 UL Privileged Account Management
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3.3 1AS9a51999952UUUSENaUAIY

1) fl¥a1u (Usen) Ao {7ifosn 1330390 Privileged Account Tunisidndanslday
JEUY

2) HAWATEUY (Admin) Ag HALKAKAZUIMITIANITILUUIANTS Privileged Account

3) Web Application fie n1sliuinsiiuladdmsulidldanu vinnstuiindeya
$oau8 Privileged Account wagyiwihil Generate saruddlulszuudigldan
AoINRnfenNTsidau

4) Database Server Ao msliusmsiivdeyadléeu, 13 eadsviiesfiaiunsn
Tiusnsldluszuy, dfesvevesildon, sWariwuiignainedu uaznanSudu-
Aualunsidnszuusine figldeuldvhnsiose

5) Target Server fig 151037 User Sosuaswannulunisidnuniinemu

3.4 A1SNTUVBITEUY

Privileged Account Management System

End User Web Application Application Service Target Server Database
) Request to )
User » use Privileged ~
b, | Account
Approve
l Admin » Request from
user
p Y
Generate J P(a:zsvr\:gsd Change ’ Update
Password L Script > password L Dat;&aase
User | - Show ] - Retrieve
J password J Database

g“dﬁ 3.2 AMNFIUNITVIUVBITLUU Privileged Account Management
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NSUN 3.2 LaRINISYINNUVDITEUUlRgTINTI@1lsaasuele sail

Y

val v o

1) Hpuassuunsodifesn1sieve Privilesed Account yinsdenduidngseuulag
mMsszydefldaunazsiaiuvumiivled nmsnsaaeudorldnu uavsianiu
sggniluwIsuiisuiuteyalugiudeyaveas AD (Active Directory)

2) maihisteyavesiléaudifeve Privileged Account wag fauaszuvaINsn
wuswenlaidu 2 du

2.1) Qiﬁﬁmuﬁ%awa Privileged Account
- annsadesesiaiudmivlduszuuiiAsadesiuam Tnesey
fesruuiidosniadifamslinu ssynansuiu uasaifuge
- fldauaansaiSengteyastariuildsuniseuifandguaszuy
AIVRNLICT
2.2) {uaTeuy
- gansanii uagnennoudvdtguassuuld
- amnsadin wAly wazay WinosnTlussuuld
- annsnfesvesviaudmivlFussuuiAeadesiunu Tngsey
fesruuiidosniadifamslinu ssynansudu uasaifuge
- @nsanTIvdeUNsiesve Mstulin wagniseudinisTesneann
Al udagldanunsoeudfvedvesnuele
- aunsaiFenguszadifesorinuald
- annsaasaaeuUsziinsdnsruuiel saddrinesuatemeves
Aldaule
3) ifledvedosaslfnuldiunseyiinndauassuuuds fdunounisvhaudeld
3.1) SEUUIINsaeIE Y wardniudeyaseasidennisiese Juiin
Lilugudeya

[

3.2) syuvagaermdnlatnd wasilasusiaruludissuuiineivesiuau
MuREldusadve
4) Weasumuruaaigldauesve seuvagyimsUadndlitdu wedesiunisi

syaNIuL Ul N8
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3.5 N1399NLUU Process Flow N1371191UYBIEUY

3.5.1 MIBBNLUY Process Flow TUABUNIITATIIAR VTR LY

Login Process

Client LDAP Database
Verify
Login Form Username &
Password
No Yes

Authentication

Go to user No

page

Is Admin ?

Go to admin
page

J
)
1{ Yes
)

U1 3.3 N1308NKUUY Process Flow N15nsiaaeudenly

(%

NFUN 3.3 UaAUABUNIIATIAARUTRLTHTURY AewalUll

1) spuvIzhanmtaendudmIussyTeRldnuLay a1

'
=

2) vaeang lvinasnsend o b wagsianuwad svuuazdnd e iauly

Y

asradeuiulayainiieglugiudeyalu LDAP nflegwsely mnludvedldnunas

naugnindendudnas

3) SEUVALVIINITNSIVADUANT mmi‘]u;ﬂﬁmuﬁﬂﬂ %L%’ﬂgj%ﬂ%%%ﬁﬁuawﬂ%ﬂ’m

[ v

warmnilugauassuvasidigminivledvesdauassuy
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3.5.2 N1598AKUY Process Flow TuAauUNISHILENSHRLasTUY

Setting Admin Privileged Process

Admin Validation Database
- ~
Yes .
. Setting role
") A -
Select User Is Admin - > "Admin®
g S
t No v
4 N\
Update
. J
a & A a Sy
U1 3.4 NM1308NKUY Process Flow Tumaunsiiiuansgguaseuy
INFUN 3.4 uansdunsunsiiuansyguassuuivuney Aweluil
;:I@LLaizUULﬁaﬂ;ﬂﬁi’fmuﬁlé’%’uﬁw‘ﬁiuﬂmﬁu@@LLaizUU NUUTLUUILHITIEDUNU
) ' ) o ' aAa £ & v o~ Y] o e £ a v
gudeyaifldnudenadndansidugauassuunielal andslufidnsazsiiudeyandly

Futoya

3.5.3 N1308NLUU Process Flow Tumaunisiiinaaudnsiguaseuy

Y

Revoke Admin Privileged Process

Admin Validation Database
Yes
Select Admin Delete
i No

A ] a a Sy
E‘UVI 3.5 1N999NUY Process Flow ﬂUWQUﬂqiLWﬂﬂ@uamﬁaaLLai%‘U‘U
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307 3.5 uansiunouniaifinaeudvigauaszsuuiitunou Felud

dauaszuuidenilinuiidesnsesifinaeudnd stuvaznsinaeuindudvsdlday
wield Mnfussuvasimsaudldnudainaieenaingiudeya

3.5.4 AN599NLUU Process Flow Jumaun1sia 1aswiieslussuu

Add Server Process
Admin Validation Database
Create new
Server
Input Server
Name
vy
Input Correct
IP_Address Format?
Select ]
[ Operation J Create

U7 3.6 NM1308AKUY Process Flow Tumaunisiity 1@sniesluszuy

NFUN 3.6 wanstunaunsiiy 1@sHneslussuulivuneu dusialil
AnuaszuuAidunsiuiinteyaves wiwesnasiiudulussuy Inevinissey
Toyanssialuil

® Server Name 79 T0U99A89T5NIDT

® |P Address A9 IP ¥8aA398510S
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® Select Operation A® LHaNTEUUUHUANITVOUATOUTSNLIBS 19U S3UU
Windows %38 52U Linux

[ =3 %

daaifiunstufinteyaveadiniiesua tayavsgniaiudeyaadlugiuteya

3.5.5 N1598NLUY Process Flow Junaumsuiludsnieinieglussuy

Edit Server Process

Admin Validation Database

Select Server

e
[ “Nome }
|
|

VJ

Input
IP_Address

Correct
Format?

V(

Get Server 1 ‘(

Operation J ’L Update

sala e

JUN 3.7 n3eNKkUY Process Flow Tunaun1suiludsniesnileglussuy

INFUN 3.7 wanstumsunsualudsnesifieglusvuuituneu dwioludl

szuutgluiadayadelsiiesuay ssuuUfURn1sv0ug SN THUNILENS NKAWA
szuvdzasawilulaianie IP Address wintiu ndsnuiluadaseuiesuda doyaswgn

Jaufiudoyaadlugrudeya
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3.5.6 MIBBNKUY Process Flow Tunaunisauidsniiesniieglussuy

Delete Server Process

Admin

{

Validation Database
Confirm
Select Server Delete? Delete

JUN 3.8 NM308NKUY Process Flow Tunaunsaul@inieinilegluszuy

A ] ac cala NS
"\ﬂﬂgﬂ‘ﬂ 3.8 LLa@QGUUG]EJUﬂ']iaUL"?ﬁWL’J@iWN@:L‘U§3U‘U3J6Uu

v a ac ¢ a v a
Q‘\!@JLLaigUUﬁ’]N"ﬁﬂLa@ﬂlefiwmai NABDINTVCAUNUD

AUl YoyalrgnaueenNIUTeLa

AU AImelUl

gluszuuls ndndudueds
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3.5.7 A50DALUY Process Flow Tunoun133esueltausianIuges Privileged

Account

User Request Process

User Web Application Database Admin

|

Y

User Request Form

I

Input Reason

1

Select Server

i

Select Start
Time

i

Select End
Time

i

Input Remark

i

Submit > Create Email Alert

|

U 3.9 N1308NKUY Process Flow N15383%8191usar1uves Privileged Account

INFUN 3.9 UanatuneunIsTesveldausianiuues Privileged Account HTunau
AasiolUll
W ldauaidun1suiindeyaly Request Form witaseeanisldanu Privileged

Account lagymssyydayadsaludl
® Reason A m@maiuﬂ’lﬂawd’m Privileged Account

® Server A W@NLBINFLTIAMUUTEaIRz vt lFu Tngsyuuaeinng
Aloyaraadiniiesang uteys wavthuanua fedl IP Address, %o

@Saes wag YeseuuufuRnis
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® Start Time fie LaNsUAUNElTNUTaNuUsTasivalda
® £nd Time fie andugagldnuliaulszasaduannisldau

® Remark fie Yoyaiiiuifnlun1svaldau Privileged Account

¥ L2

dasnfiunstufinAveldnuwas Jeyarzgnimiutoyaatlugiudeya wagssuy

Y

NTHILHOUSN LRI email Tiiudguaszuulasunsiu

wva o Y

3.5.8 NM38BNKUY Process Flow Tunaunseyslia w3s lloudffSosws

Approve / Reject Process

Admin Web Application Database User

S
Admin » Approve Page

N

Select PID
Request form

ol

Select Status
Approve or
Reject

Approve ;i Reject

Request Status Request Status
"Approve" "Reject"”

}ﬁ

f

Generate
Password

1

Encrypt
Password

|

Submit » Update iﬁ Email alert

'
va o ¥

U 3.10 N13580NULUY Process Flow Tunaunseus® vise lisudfAsase
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va o Y

N3V 3.10 LLam%u’umaumiayﬁa w3 lloudRASosvelivunay Sl
Tunthimavesguaszu ssuansmowoveslism Jamsfauaszuvazduiums
ponaeuinaveyiavioll Tnsfuunaniuy fodl
o n3dlfifauaszuueysli@ seUUaEYiinng Generate sar1u WAk uAign
Generate Tusnazgnidnsiia vdsntussuuagduiiunsdmansiariy
wazan1uy Approve adlugiudoua
o nsdliifquaszuulieus’® szuvazdudunsdan aauz Reject adly
Futoya
o syyvaziniunsudafiousnlusi@aums email Wifuglddilavinnnsses
van31u Tapazdsdoyaii vatvaniuzuesnisioseinldsunisousd

sl
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3.5.9 AN88NLUU Process Flow TUmBUNISALIASUAL

Set Start Time Process

Admin Web Application Change Pass ST Script Target Server

S E—
Request

Get Start Time

——

Set Schedule to
Execute Script

- —

A 4

Approved

Y
. Get User
Is Start Tlm_e » Request from
Execute Script
Database

| N

I

Get Password
from Database

I

Decrypt
Password

I

Get Target
Server from
Database

i

SSH to Target No

Server

Is Window ?

Y

|

Activate User

——

Change
Password of |«
User

U 3.11 N1588NLUY Process Flow 13R85
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1N3U7 3.11 uansdunsumskanaGusuiiduneu eyl
vianiigauaszuvoysiAdfeswevesilinuuds szuvazisnaGuduilinudes
garhundanarlunsasidly Script ey

defsnaniigflduiese Script awduwihnulnedtuneudwiolud

® Script agvhnnsiadayavesyldey, sWanuiign Generate Tuun uas

iradnesUaemeigldanioe
o siarufinaniy Jrgnaensanauinunldny
® Script agidunis SSH TUg inseadsnlinesuaemaiigldauieely

® asvdaUINATENdsInesUatemadussuuujiinisesls dmndu

'
o

seuuUURNTS Windows asdsduie Activate Account vasg{ldanu

Ny

o durnaslumsiuaeusianulugs Account vauldnu

3.5.10 N1388AWUY Process Flow TuUnBUNITALIANEUER

Set End Time Process
Admin Web Application Change Pass ET Script Target Server

Request "
Approved Get End Time

Set Schedule to
Execute Script

i —

Is End Time
Execute Script

~ @/

Get User
Request from
Database

h 4

Get Target
Server from
Database

Execute Script SSHStO Target
erver

U 3.12 M580NULUY Process Flow N3A%Ia1dUgR

Send Delete
Schedule
Command

Disable / Lock
Account User
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MN3U7 3.12 uansdunsumskanandugaidunou fwieluil
n¥sniiguaszuveysifdomovesdliuud sruvasfenaniuaaidldnudos
garhundanarlunsasidly Script ey
Lﬁaﬁmméjufjm Script awisuvhaudseluil
® Script agvhnsAsdeyavesldau uay La3eadimnesumonmaiigldny
$99%0

® darndsluds Web Application iieaulianisusiu uagianduanignaall

q

Y9A309v0l
® Script azaLiiun1s SSH U LA3aadsniiesuaenis

® durndsluns Disable %30 Lock Account ¥aaglga1u

3.5.11 N1598AKUY Process Flow TunaunsaswanIy

User View Password Process

User Web Application Database
User Select PID
View Password Get Password

J

c

e N
Decrypt
Password
\_ l Y,
s N
Show Password

. J

U 3.13 N1588NULUY Process Flow N3 39as1u

28



NFUN 3.13 uansluneun1snIsgsiarultuney awelull
Aldnudend15eswenlafunisoudd iensan U seuuas1syuun S8UUL
AdunisfasianIuangIuteyasenyn Jesian ui ladnisidnswald ssuuasviinis

neAsTANe wazlanmaliiuylday

3.5.12 N1380NKUY Process Flow TunaugUseinvainissevaldau Privileged

Account

Request History Process

Admin Web Application Database

Admin History Page }7 Get All Request

)

Show Data

gﬂﬁ 3.14 n1588ALUY Process Flow mumauﬂﬂivamaqﬂﬁiawaisumu Privileged

Account

N3UN 3.14 uansdunoun1snuseinveanisiesvaldanu Privileged Account
fasoluil

4

AauaszuvaInIasEngteyalseifn1sTeselda Privileged Account Wianunla

AR

lngsyuuagyinisiedeyainng udeyauiuans lngaziiveyauiuaninal
A oA v A o Y ] L.
® Request By Aa Jovaldaruivinnisiesveldeu Privileged Account

® Server Detail fio 518a2138AVUATOUTINIDTNL ITUIINITTRIUD

lngazuanstoya IP Address, Tovaun3aadsiies uagszuuUfuans
® Start Time Ag LIasNAUARldUTANNUTTaRveldY

® End Time fg anduaniidldnuiaulszasiauganisldou

29



® Status Ae @nULVRIAWBLTIU Privileged Account
® Approve/Reject By fio Yavadgauasruuiliinuneudivselisydfn1ve

(%

Y

3.5.13 N1990NLUY Process Flow TUABUNTIIATIAE0UUTETANITIUITEUULATE

WWsnasuanenig

User's Login Time to Target Server Process

Admin Web Application Target Server Database
Y
Admin > Log Page

i

Select User

i

Select Target
Server

i

Compare
Request Login
Time

SSH to Target Get Log Login
Server History

|

Show Data [«

Is Equal ?

|

Show Data and |
Alert

|

JUN 3.15 N1588NULUY Process Flow TunaunInsivaaulsyifnisidissuuinsaadsnines

Yananng
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= ] wa % d' ac ¢ a
GU']ﬂE‘U‘VI 3.15 LaARIYUMNDUNITATIAEDUUITLINNISLVITLUULATDUYINLIBIUa18N194

sald

LOE
be

JUPOU

ALATEUUENNTITENGURLANTIUNE TP UUTRLATOUT IO T UA e IF i

@32

n1s¥esveLiensavaeunsiingseuuvedldnuls Inessytoyanswialull
® User A 30v0eildauifeansnsivaeulseinnisiigsuy

® Server fip ATBUTINIDINABININTIRABUUTEIRNITIIETEUY
Wevinisnsendeyalsauiesuan seuulsyimMsasidaiialufsuseifiveiand

1% U

Alfudngssuuludadsuneinssytnwu warastnailasuinlunsiaeuiuiaaiilasy

]

v |

nseudfvesldau mnnamdgseuuldlynailasuniseudfiazuans Alert Tiraua

Y

ITUUNIU

3.5.14 MIBBNKUL Process Flow Sunaunsidnstaduvessianiiu

nanigauaszuveysiiciaselday Privileged Account Beuspsnds szuudy
yhmsadesiaIuun ssuagiinisisdeya Username sosfasmaningudoyaainiiu
9911115 Hashing 1 a1i1A1 Hash 1y Secret Key it auunldidnsaduiaedanasii
Symmetric-key agldsariuiignidrsiaduliisonin Encrypted Password PntusTUULY

hnstuiindeyaadlugiudeya
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Encryption Password Process

Admin

Web Application

New Approve

Generate )

Password J

Encryption
4 ™
«| Get Username
of Requester
A vy
A 4
4 I
Hashing
o J
4 N\
Encrypt
Password with
Hash
o J/
4 I
Encrypted
Password
. J

JUN 3.16 NM1588NULUU Process Flow TunaumMainsiaauvedsiany

3.5.15 N1589NWUU Process Flow TUnaunISnansiaauuadsranIy

diegldnunanisgiarunlasuniseudfnaitu ssuvasdndnisuIunsnenTiia

aulngn1s Aateya Username 3095 14911103 1u88Ya91n10 132NN hashing ta11AN

hash ulu Secret Key wintunldnensiadusiesanaiyiu Symmetric-key agl@swasnun

gnoensiaay nasnuuszuvIzkansdeyasarulvildauietluldlunisdiszuusely
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Decryption Password Process

User

Web Application

View Approved

Decryption
e A
3 Get Username
of User
. Y,
Y
s A
Hashing
\_ y,
Y
Decrypt h
Encrypted
Password with
Y Hash y.
No
Yes
Password

—)‘ Show " "
ﬂ[:ihow Password

U1 3.17 38NV Process Flow dunaunisaensiaduvedsiasiiu
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3.6 maaammugm%’aga

User Request_Form
PK | username PK | request id
first_name t  FK | server_id Server
last_name FK | request by PK | service id
role reason server_name
+ start_time pt t ip_address
end_time server_oper
i
remark status
Approve_Form
request_status F
PK | approve_id t } q -
request_date
FK | request_id

generate_pass

FK | approve_by

¥

approve_date

JUN 3.17 nseenuuulasiaingiudoya

MNNTIATIEtuRauNIYY uarauduiusvasdoyariliansasenuuy
szuuuioyaisduiususszuuau duvilildnmneesssuugudeyavedusunsy Tng
anunsaeduedsuasiBonineg vasdeya Fuanimunsei 3.1 - 3.4

dmdumsthiaueeaziBenueusazmsng sstiausluguuuuresmnse devte
ustagdaudall

1) Field nngis Joves Column Tupsns
2) PK %1804 Primary Key 98401914
3) FK 411884 Foreign Key 98401914

4) Type Ao vilavestoyaluwsas Column
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A13197 3.1 LEAII18aELDYATDINIIIN Users

'
a

username varchar(50) PK ¥® Account maﬂ@%ﬂw isanai.w

first_ name varchar(255) %a;ﬁ%&m Isanai
last_name varchar(255) mmqapﬁ%’mu Wongsittigorn
role int avsvesdldanu (1=ADMIN) |1

ANS199 3.2 WARSSIUASLDUAYDINTTIG Servers

faegtaya

o o &

(O=inactive, 1=active)

server_id int PK A1NUVBUATDN Server 1
server_name |varchar(255) Fo3os Server LinuxCentOS01
ip_address varchar(255) IP Address vauA3as Server |192.168.182.129
o) Operation YDUASBI
server_oper  [varchar(255) Linux
Server (Linux, Window)
ﬁmuz‘uaﬂl,ﬂ%d server
status int 1

A15199 3.3 UAAIII8AZLOEATDINITIS Approve Form

Joyaiove

fag1edaya
request id  [int PK  |é1duresnisiosue 1
server_id int FK adurenaIes server 1
request by  [varchar(50) FK RN GEENT) isanai.w
reason varchar(50) mama’iumaamﬁaa‘ua Allow port 25 for SMTP
start time  |datetime FunanGusuiildveldon  |15/03/2019 13:00
end time |datetime Sunadugeiifldvelinu  |15/03/2019 16:00
remark text 91988 19UATDINNT509UD CHGOO01 config rule iptables
ANULVIINTFOIUD
request_status |int (1=Waiting, 2=Approve, 2
3=Reject)
Funanfiglivinnsnsen
request_date |timestamp 12/03/2019 15:00
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A1919% 3.4 UAAIIIHAZLDEATDINITI Request Form

approved id |int PK SRUVRIN TR 1

request id  [int FK  |aé1duvesnisiesus 1

generate_pass |varchar(32) iﬁﬁﬂhuﬁgﬂﬁ%’ﬂdﬁum aCtBVXNxaWhnVytaVFc5T1BSWU9Zdz09
approve_by  |varchar(50) FK adiures aueudin1siewe |kamolk

approve_date |timestamp "funmﬁwﬁ'amﬁawa 14/03/2019 10:00

36



una 4

NAN1INAABILAZNITALLUIU

4.1 gunsnluazwandnlsnidlunisinlaseu

4.1.1 goALIs (Software)
1) Xampp ©esdu 3.2.3
2) PHP iafdu 5.4.16
3) MySQL
4) Windows 10
5) Visual Studio Code
6) VMware Workstation osdu 15
7) Putty
4.1.2 g15awas (Hardware)
1) in3eanaufmeslindn CPU 2.3 GHz
2) RAM 8 Gb
3) Hard disk 500 Gb
ww3esilouargUnsnifldluniswamnssuuionun safegiudoya gnitamuidudie
A9 PHP Taeld Bootstrap @iy Frontend Framework wag MySQL iugiudeya Tnelu
Uniasuanin1sinnuvesssuLiidenndestunisesnwuuluuniouning Tnesiassszuy
Hunuulusunsy VMware Tnefiosddsznausai
1) \A383 Web Application Vmi7idu Web Server uaz Database Server
THsxuuUfiiing Linux Cents 7 Tnsfinsswonduas PHP 1ie$tu 5.4.16
way MySQL
2) 4p393 LDAP vutididmsu User Authentication lunisidldau Web
Application T¥sguuUfufnis Linux CentOS 7
3) 1304 Linux Server imthillueieamageuvessyuuufinag Linux 14
5¥UUUUANT Linux CentOS 7

4) 1A3 83 Windows Server ¥tinilidwias eamadouvesssuulfuinag

Windows ltsguuufjianis Windows Server 2016
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4.2 NanN1ISALEUIU

4.2.1 Y1995 UU LTURDUAIH
1) nvenerldauluges “Username”
2) nsansvariulutes “Password”

3) naYy Login Livelduussuu dagui 4.1

Login

Privileged Account Management

Username

Password

JUT 4.1 anlansvinganisiingssuy
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Ny Y

4) lunsalngldaunsenvensesianiulignees seuuagyiiniswdusion Ay 4.2

Login

Privileged Account Management

Username

Password

Invalid username or password!!

JUN 4.2 anuansvinaenisingszuuligneas

4.2.2 MUN99LINVDITEUY

RINMSngsruUegNgnded  sruulEALlunInTIRaeuIglduilitnsidng

sruuduldanu vSegauassuy LasazlanssensnINaVUeIRltutY thaouwsnazny

nihsensvesldauiug Alavinisdesvesianiu
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Privileged Account Management = © kamolk
#A Home

23 Management
BB Request_Status

Users

Servers Show 10 ¢  entries Search:

Approve

. No. 1 Reason Server Name Start Time Status

Histeory

Log 1 config rule firewall LinuxServer01 2019-08-31 08:00:00 Waiting
2 restart server LinuxServer01 2019-08-31 08:00:00 Reject
3 install net-toels LinuxServer01 2019-09-05 03:00:00  Approve

5]

Showing 1 to 3 of 3 entries

us Next

JUT 4.3 nmuanaiveusndudngssuudnisaludiuvedguassuy

Privileged Account Management = & d
Home
BB Request_Status
Show | 10 & | entries Search:
No. T Reason Server Name Start Time Status
restart service httpd ServerTest_Linux 2019-09-13 10:55:00 Approve @ View
2z config DHCP ServerTest_Window 2019-09-158 134500 Approve @ View

Showing 1 to 2 of 2 enfries Previous Mext

a 4 % 4 1 o a ! 14
EUVI 4.4 ﬂ’lWLLE‘WNMU’]"\]@LL'ﬁﬂViaQLSU’]Q'ig‘U‘Uﬁ']Li'ﬂiua’)usﬂaﬂmﬁm’m

IS o

INFUN 4.3 uag 4.4 dmTunthuanwananagiiuydmiugldan Feldnuunazau

@ d' v 1 = [y a £ ¥ 1 av Yo o &
ﬁ’mﬂiﬂll@ﬂLWHLNHWﬁWNWiﬂl%QWﬂImNL‘VillE]‘Uﬂu G]’mLLG]ﬁ‘VIﬁﬂ’]{L%‘ﬂWUBQLLW@%@U‘VIVLGHU NU

1) Wy Management A WYdSUEAlAsUANSlUN1TIANTIPUL Waldwdnns
UGHGINY
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v

® Users Apluyiilidmiudansavslunsdugauassuy

® Servers Aptuyilddmiuiiin uily vieauidmnesniloglusyuy

® Approve Aowyilidmiuoutd vislieyli miosweveadliny

® History AaunfiléguseAnisdosveldenu Prevailed Account vamn

® | og ARlTlEnTIIdRUNTIgsEULLLES LBV Tt
2) L1y Request Form Aawydmiugldnuaunsansendsesvesianuivetily

FJuBsniasndoIng

4.2.3 5789011590n15 Users

=T
=)
=
I}

/ Management / Users

as Management

B8 Users
I
Users
Servers Show| 10 # |entries Search:
Approve
No. 1 Username Name Admin
History
Log 1 kamaol.k Kamol Khiawubon -
2 kunnika.o Kunnika Onsap
3 kumpols Kumpaol Sisai
4 chaturong.s Chaturong Sukmongkhon
5 isanai.w |sanai Wongsittigorn -
6 chalao.p Chalzo Pankaew
7 chaiyaporn.s Chaiyaporn Saengman
g natthapheon.s Natthaphon Somchit
9 direk.y Direk Yangyuen

JUN 4.5 AnMiN3ouans18n1sIANTg Users

NJUN 4.5 wansseTerldanuvessuu Nesfidiesdilasuanslunsduliguassuy

winu lnefissuuagluiadeyavewldan LDAP uuans Jagauassuvaunsanvuaansly

nmsdansszuuliugldanuilasuseuninela

41



4.2.4 57971590N1S Servers

Privileged Account Management =

o

Home / Management / Servers
&0 Management v

B8 Servers
Servers Show| 10 & | entries Search:
Approve

No. 1 ServerMName IP Address Operation

History
Log 1

LinuxServer(1 192.168.182.130 Linux [ Edit | [P Delete
2 WindowsServer(Q1 192.168.182.133 Windows [ Edit | [2P Delete
3 linux01 192.166.182.137 Linux

Showing 1 to 3 of 3 entries Previous Next

Add

SUN 4.6 NMUUATN90ULEAITIENNTIANTT Servers

Y

~ 1y o ::4' N A vay vo o S & v
93U 4.6 wananinaenisdnnis Servers Aozt ilasuanslunisidudaua

Y

SEUUITL Nausaasne uily wagay W@siieslussuuls Weedniidu Add 9eUsing

iRz 4.7
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Privileged Account Management = © kamol.k

Home / Management / Servers / Add

&o Management »

Users

Servers Server Name =

[E Add_Servers
Approve
IP Address =

Server Qper & Choose..

JUN 4.7 ammthasuwuunesunsanagsnies

ngUR 4.7 Aeuvunesudmivaiadiineslvl Tnedguaszuudeansendeyals
AsuduamLA il
1) Fevoumieadsviies
2) IP Address az#asld IP Address fianunsaldauls wazszuvaziinis
ATI9EBUIULUUYRA IP Address Ainsenitansig
3) szuvlfiinsvesaiondinines
vnnsendeyaiianain azUsngdennuuansiefianandaguil 4.8 f1vinnsen

TOYAATUNIUILUAAINAGIFUN 4.9
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Privileged Account Management =
Home / Management / Servers / Add

20 Management v

Users

= Add_Servers

Servers Server Name
Approve
History 1P Address
Log

Server Oper

o

= ‘ linws01 |
= ‘ 2224334 |
& ‘ Linux v s |

JUN 4.8 ammthasuaninstdeudeyadsiiesianais

Privileged Account Management =

Home / Management / Servers

20 Management v

Users

EB Servers

Show| 10 #  entries

No. T ServerName
History
Log 1 LinuxServer01
2 WindowsServer01
3 linux01

Showing 1 to 3 of 3 entries

©

Search:

IP Address Operation
192.168.182.130 Linux
192.168.182.133 Windows
192.168.182.137 Linux

JUN 4.9 ammthasuanamidinsaisleyaidsnies

NFUN 4.9 Wevihnsleudeya@siiiesiseuieeua Jaigsiiiesasusngeyly

$18M33IAN13 Servers uaviiloadnid 1y Edit awUsinguivedmiuunladeyaidsuies qq

57 4.10
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Privileged Account Management =

®

Home / Management / Servers / Edit
s Management »
[E Edit_Servers
Servers Server Name B linux0
Approve
History IP Address =
y
L
o9 Server Oper B Linux

m

JUN 4.10 Mmwthasunluteyaidsviaes
4.2.5 $18N139ANTS Approve

lunthildauaszuvanunsagaidosveved ldaunlainnisdudfesweidiun way
a wa A | way v
anansanazeyliivIelioudla
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Privileged Account Management = © kamol.k

Home / Management / Approve

&o Management
EB Request far Approve

Show| 10 #  entries Search:
No. 1 Request By Reason Server Name Start Time
1 chaturong.s install apache LinuxServer0 2019-10-02 10:00:00 @ View

Showing 1to 1 of 1 entries Previous Next

JUN 4.11 nmwmthasuans1veldau Privileged Account 3MNELS
WA uasTUUAINITaLaeng A1veldany Privileged Account lnga1unsag neazisen

Wadinle Weerdnitndu View agUsingninasuanisgasidenmiasve nieuniaunsn

audiavseliewsi® Avelda Privileged Account e Aagui 4.12
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Privileged Account Management = © kamolk

A Home

Home / Request / View

s Management
[F View_Request

Reason install apache

Server Name 192.168.182.130_LinuxServerd1(Linux)
History
Log - -
- Start Time 2019-10-02 10:00:00
End Time 2019-10-02 12:00:00
Remark CHGO7 _install apache
Status & Choose.
EDE

JUN 4.12 mnvthasuanssigazdenr1veldau Privileged Account

lerlguasruuvihnisidenayiifd1veldaiy Privileged Account Uad SeUUINU

0./‘;}
JU

1) sguvavinisasesiannuiulilugiudeys

2) Faransudulunisdedndaudsusanu wag Enable Account Ua3di
lasunisoydia

3) anandugalunisliausimiu idefunaduanszuuagyiinig Disable
30 Lock Account wasffildsunsousii uaraudeyanisiaaivasd
Sosvoiiu

1) ds Alert Tl fivihns¥esvonsuiamaniseysdanielieusi® Wumis

Email
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JUT 4.13 MMMTTAoUARINNTAIIAEIAY Wagandugn

JUT 4.14 ammthasuansanug Account YaglinamuaIan YaeszuuUfuRnis Linux
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JUN 4.15 nmmithasuansanug Account Yaglivdmuanan YaeszuuluRnis

Windows
i- c < a 0 i 0 D » 10f2 > Ex Q 51}
ompose
O mbox request to login server inbox e B
W Starred chaturong.s 0:4 ()
0 snoozed chaturong.s has reguest to login server the detail below reason : install apache se
> Sent
ﬁ Drafts kamol.k 1:37 AM (3 hours ago) Ty =
v More kamol k has approved your request

JUN 4.16 MuvinaeuanInanIseularIumig Email

Y

4.2.6 $99N139ANTT History

wa

lumiildauassuvaunsasengUseinaiesveldau Privileged Account anua

Yo lgulavinNEuATa RN
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Privileged Account Management = O kamolk

Home / Management / History
& Management
BB History
Show 10 % |entries Search:
Request Approve/Reject
No. T By Server Detail Start Time End Time Status By
1 kamal.k 192.168.182.130_LinuxServer01(Linux) 2019-08-31 2019-08-31 Waiting
08:00:00 18:00:00
2 kamol.k 192.168.182.130_LinuxServerl1{Linux) 2018-08-31 2019-08-31 Reject isanai.w
08:00:00 08:00:00
3 kamol.k 192.168.182.130_LinuxServerd1(Linux) 2018-09-03 2019-08-05 Approve isanai.w
09:00:00 10:00:00
4 chaturong.s 192.168.182.130_LinuxServer01(Linux) 2019-09-18 2019-09-18 Approve kamol.k
10:55:00 15:20:00
chaturongs = 192.168.182.133_WindowsServer01{Windows) 2019-09-13 2019-09-13 Approve kamol.k
09:40:00 11:40:00
& chaturong.s 192.168.182.130_LinuxServer01(Linux) 2019-10-02 2019-10-02 Waiting kamol.k
10:00:00 12:00:00
7 chaturongs 192.168.182.130_LinuxServer01{Linux) 2019-10-04 2018-10-04 Reject isanalw
15:02:00 19:02:00

Showing 1 to 7 of 7 entries Previous Next

wa o

U7l 4.17 nwmihesuansUsy TRd¥eavelday Privileged Account
aqﬂgﬂﬁ'417 wansseazdenUsyIRA1Sesveltau Privileged Account
Usgnaume
1) No. ABa1AUT8INIT50998
2) By A® Account %wﬁﬁmuﬁﬁﬂmi%’mﬁuaﬁ’mu Privileged Account
3) Server Detail Ao S1waziBonvoaaseadsvinesifldiuioe
Privileged Account vaiildlngazuanstoya IP Address, o130
W53 wavsyuuUfURANTS
4) Start Time @® nmL%'mé\’uﬁ;ﬂ%muﬁmmﬂazmﬁmaﬁmu
5) End Time & nanAugafigldruiinnulsyadaugamsliny
6) Status A® @NIULVBIAIVBLTIU Privileged Account Usenausie
® Waiting Ao fweldaiu Privileged Account & aguiﬁlu%umausa
AALATTUUATIRERY waziiansandfosveinareydivieoliould
® Approve Ao A191T1U Privileged Account ﬁiﬁ%ummuﬁ@
IMNFALATEUU
® Reject fin MBlHIU Privileged Account ‘ﬁlﬂﬁ%miawﬁa

NEABATEUU
RURT]
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7) Approve/Reject By fia Account vadguaszuuiiuaueuiiivialyl

DUIIAAYD

4.2.7 $18N1359AN15 Log

Privileged Account Management = © kamolk

Home / Management / Log

s Management
ELog

User & Choose..

Server & Choose..

(50| mer

JUT 4.18 nmmthasuanawuunesun1snsenteyaiitensiaaeu Log

a

1N3UT 4.18 {auaszuuanansaiiengdeyanisiing seuurenaiondsniies
UYarenafif ldmuviinisdesveiiionsisaeunisidig seuureldeula lagssudaya
asialil
1) User szudaveldeuineinsnsisdeuysyiinisidigssuy
2) Server s¥ULATOUTINIDTNRDINIIATIVARUUSEIRNTUNESYUU
A o o N % v o o o A e wa -
devinisnsendeyaiseuiosuwdd sruvisyinnsdsidunelufsUseiRvaaiand
Aldnudgrruuludaasiaesiseutnwy wavasdiiailasuinlunsiaaeuiuiainlasy
va L4 v I i 1 Py U o
nseudfvesldau mnafidngssuulildnanlasuniseydfazuans Alert vigaua

TLUUNTIU A93UT 4.19
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Privileged Account Management = O kamol.k

Home / Management / Log

BElog
Show 10 # entries Search:
No. T Username IP_Adress (Server) Login Time
1 chaturong.s 192.168.182.130 2019-09-18 13:39:00
chaturong.s 192.168.182.130 2019-09-13 10:56:00
3 chaturong.s 192.168.182.130 2019-02-08 15:20:00 £
4 chaturong.s 192.168.182.130 2019-09-03 14:57:00 4
chaturong.s 192.168.182.130 2019-09-03 14:52:00 £

Showing 1 to 5 of 5 entries Previous Next

JUN 4.19 mnvthasuansdayanisiingseuuvedasaudiviies

N3UR 4.19 azuansseazideauanideyanisiing szuvvoaai sadiviaes
Usznausng
1) No. Aedsunanlumsiiieiendsnines
2) Username fe Account waagldauiimagguaszuusioinissgnsiaaoy
3) IP Address (Server) @9 IP Address waaia3paid$Iesfinnsquaszuy
ABINTILATIAABY

4) Login Time fie tialuigldnuieusaidndsiies
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4.2.8 wuunesuassAweldaIu Privileged Account

Privileged Account Management = 6 kamol.k

Home / Request Form

B Request Form

B Request Form

Reascn =] |
Server & | Choose..
Start Time

End Time B

Remark

JUN 4.20 mmwmthasuanawuuneiuaisdveldei Privileged Account

31n3UAN 4.20 AouvunesuasadArveldany Privileged Account Insl Tnefiazdas
nsentoyalvinsuiIunvun il
1) winnalun1svelda Privileged Account
2) \denidsiesidldianudsrasdazradldnu lneseuuasiinisa
v ac s v ° o & =
T8yar0TTNIRIINGUToYR WAz uuanIna Asil IP Address, ¥
ac I3 B a wa
WINBT wag TOTTUUUHUANIT
3) W@ennansusuildnuiianulsasdveldan
4) Genuanduaniidldiuiaudszanauganisldeu
5) nsendeyariisiinlunisveldau Privileged Account
Wenayy Submit udrszULIzde Alert W guaszuulinsuiiinisveldau

Privileged Account H1un1e Email tielvigauaszuuidiuneyifsely daguit 4.21
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= M Gmail Q,  searchmail - ® o

< o 0 W [ D ®» 1of4 S ¢ ]
I— Compose
O inbos request to login server Inbox x ~ B B
# Starred chaturong.s 10:49 AM (3hoursago) Y ¢ (/)
© Snoozed tome =
chaturong.s has request to login server the detail below
> Sent reason : install apache
. Drafts server_name : ServerTest_Linux ¥
ip_address : 192.168.182.130
v More server_oper : Linux
start_time : 2019-10-02 10:00:00
; test + end_time : 2019-10-02 12:00:00

JUN 4.21 ammthasuansuan1svelday Privileged Account 119 Email

4.2.9 MIRAMNNAUBIAVD LY Privileged Account

Privileged Account Management = O chaturong.s
Home

EB Request_Status

Show| 10 # | entries Search:

No. 17 Reason Server Name Start Time Status

1 restart service hitpd ServerTest_Linux 2019-09-13 10:35:00 Approve

3 nstall apache ServerTest_Linux 2019-10-02 10:00:00 Approve

2 config DHCP ServerTest Windows 2019-09-18 13:40.00 Approve

Showing 1 to 3 of 3 entries

JUN 4.22 nmmthasuansnavediualda Privileged Account

NFUN 4.22 Flgnuilainnisfesvelda Privileged Account a113agnaIINYIEN

Home @vazuansratoyaiigldanunug livinnsfesveniumesyuy amnnlasuniseudfen

(% )

YouMAWTNA View Livegsiasulumainldnudiviies aegun 4.23
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Privileged Account Management =

Home / Request / View

[ View_Request

Reason

Start Time
End Time
Remark
Status

Password

Server Name

install apache
192.168.182.130_ServerTest_Linux({Linux)
2019-10-02 10:00:00

2019-10-02 12:00:00

CHGO7 _install apache

Approve

XhSeWRni

JUN 4.23 MnnthasuanasiaH1u

NFUN 4.23 spvvagluiadeyaiienaingudeya eentuandlagsianiuilufe

Ipazgnidnsiidld ssuvasihmsnensianounaaisanlauniansua
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uni 5

dgunan1saLiiunig

5.1 agunanisaiiunig

v A

n1soRnkUULAET AU TEUUN ST an 5ty ddiansas (Privileged Account
Management) azifiuuszaninmluidesnisidndresfanuiifinniuandn, nszuiunisie
Tunns¥ussanuanguimsszuu uas Wiiuanuvasadslunisldfusiaiiu 1iesann
nszuaunslunmsdndviavanunsaldusniseiunia Web Application ﬁﬂﬁﬂgwﬁ%ﬁmuaz

AkaszuvdaNuazaInauIgIntu nasang ldnudnidunisnsend1vely Privileged

Xy

v wa

Account Wi S¥UUAYAY Email LiielviEauaseuunsuiasid1uneysia vingauassuueisl

Aol udiszuvavasnesianiu wasdhsradunulilugiudeya Snvsssuuddaiiu
v ¥ ¥ Aacs ¢ a ¥ ° v =~ o XY v
Poyanm i ldnudsnnesigldnwinisiewe Fuhlvdataszuvaiunsansivasulai

a ¥ v Y acs ¢ A Ay v v v | i = |
nanfElfnuTewaduasnesinasnnemisnTaaey gldnulddnlulugisiaitunield

iawiiumuUasadielunisiiigssuunielusidns

5.2 Ugymuazauassalunisaniiunis

5.2.1 msfigadngldaunlainnisieweauisagsiaiiuilasuainssuu lagi
sanuilasunseydAssuandiiuldiiowadldnuiduausewonringuy elauae
Hash sn9aelunisitaa

5.2.2 Manauszuuiinisdesusielugissuuufuanis Linux wag Windows fia1u
] a a v o o = " a ! Y] et I - ]
Fudou waziin1ssunldnumddlunisieudafiuand1eiu neitldlunisdermdmsaiu
Toyan1sigeusanuandaiu v inmsiassuuwas e ldaaiuu

5.2.3 \p33naNiiamesnlgaudu SATA Disk uaz auInves RAM itey Wafaei

N3nAaeUlnelnsEUUNNATEITUNN LATBIREYINILE

5.3 YaLAUDLUY

v A vaa

5.3.1 @IS UNISUTMIInns U R TanSgelussuunne i g1udeya seuy
=) 1 [ o/
TRl UAY
5.3.2 asUsuusiavtimvesssuulviguildauinng
5.3.3 AISHINNNIATINERUNINSEIve i lasuansluaIeudsnnesnglisosve

T

56



LBNE15919D4

=

[1] 99%y uneduns, Master in Security 3 Edition. uuny3 : lefg, 2558.

[2] PHP Documentation [Online] Available: https://www.php.net/docs.php

[3] Privileged Account Management Best Practices [Online] Available:

https://www.netwrix.com/privileged account management best practices.html

[4] How To Execute Shell Commands with PHP Exec and Examples [Online] Available

: https://www.poftut.com/execute-shell-commands-php-exec-examples/

[5] PowerShell — Everything you wanted to know about Event Logs and then some

[Online] Available: https://evotec.xyz/powershell-everything-you-wanted-to-know-

about-event-loes/

[6] Linux Crontab Command [Online] Available:

https://www.computerhope.com/unix/ucrontab.htm

57


https://www.php.net/docs.php
https://www.netwrix.com/privileged_account_management_best_practices.html
https://www.poftut.com/execute-shell-commands-php-exec-examples/
https://evotec.xyz/powershell-everything-you-wanted-to-know-about-event-logs/
https://evotec.xyz/powershell-everything-you-wanted-to-know-about-event-logs/

